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1. Introduction 

 
1.1 Word ahead 

 
Our previous article examined the most basic one, jailbreak detection, depending on a single 
method that returns true or false. 
 
We mentioned that the most jailbreak detection methods falling into the following categories: 
 

● File existence checks 

● URI scheme registration checks 

● Sandbox behavior checks 

● Dynamic linker inspection 

 
This article will focus on the first two of the techniques listed above and later, as we progress, 
moving to more advanced jailbreak detection mechanisms implementing sandbox behavior 
checks and anti-debugging practices. Like it was the case with the previous one is to describe 
a complete process of inspecting the application and writing scripts from the ground up to 
evading a jailbreak detection. 
 
To start on for this challenge, we are going to use the same tools as the last time, a jailbroken 
iPhone running iOS 14.3 (the latest version as of writing), a Hopper Disassembler for reverse-
engineering the application, and Frida (dynamic instrumentation toolkit for developers, 
reverse-engineers, and security researchers). And some other macOS tools that can help us in 
our journey. 

 

1.2 Background 

 
Apple strongly discourages iOS users from jailbreaking and states that "Unauthorized 
modification of iOS can cause security vulnerabilities, instability, shortened battery life, and 
other issues," which is true. However, end-users often tend to jailbreak their devices to install 
various tweaks, add additional features, and install third-party apps from unofficial app stores, 
possibly being malicious.  
 
This poses an enterprise security risk, meaning that companies implement their detecting 
methods if their application runs on a jailbroken device. If so, the application usually alerts the 
user and does not allow the user to continue using the application. 
 
While it is essential to implement jailbreak detection mechanisms for prevention, they cannot 
be wholly relied upon and sometimes can provide a false sense of security. Nevertheless, a 
jailbreak detection mechanism in place can provide valuable information for Telemetry. 
Many companies, especially financial institutions, want insight into how many of their users 
are running the application on an insecure device, as some of those users are potentially 
malicious ones. 

 

2. Reverse engineering, another popular Fintech application 

 
The first thing we'll need is to find another popular Fintech application that implements a 
jailbreak detection suited to the example we want to demonstrate. However, due to this 
article's nature being for educational purposes only, the name of the application will remain 
anonymous. 
 
Let's get started! 
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Assuming that the reader already knows how to dump decrypted iOS application*, we will skip 
this step, load the main application binary using the Hopper Disassembler. We are looking for 
standard strings like the ones we encountered in our previous article; however, the search did 
not return any results. We have to look into the Frameworks folder and try and find a 
framework that might be responsible for jailbreak detection, as shown in the following figure: 

 

 
 
Amongst all the frameworks, one stands out as a possible candidate, named 
FintechSecurity.framework. Let's load it up in Hopper Disassembler and try out our luck: 
 

 
For a better understanding, we'll decompile the code: 
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It is evident that we found our jailbreak detection method and identified all the essential files 
and file paths: 
 

● /Applications/Cydia.app 

● /Library/MobileSubstrate/MobileSubstrate.dylib 

 
Looking at the decompiled code, we can understand that the jailbreak detection method 
checks for the existence of files listed above using the NSFileManager instance method 
isReadableFileAtPath:.* 
 
This means that we need to hook this method and return 0x0 (false) whenever the check is 
performed to bypass jailbreak detection. Knowing this, we can proceed with writing our own 
jailbreak detection bypass script using Frida. 

 

2.1 Writing a jailbreak detection bypass script using Frida 
 
Having all the necessary information and experience writing a jailbreak detection, our script is 
going to look like the one in the following figure: 

 
 
The first thing noticed is that there is a method +[DTTJailbreakDetection isJailbroken]. 
We say it is worth inspecting, so we will investigate using Hopper Disassembler and search for 
isJailbroken string as shown below: 

 
 
We now have noticed several familiar strings that are helping us to go deeper: 

● “/Applications/Cydia.app” 

● “/Library/MobileSubstrate/MobileSubstrate.dylib” 

● "/bin/bash" 
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Even though our script was executed successfully, we could not bypass the jailbreak 
detection. The application alerted us that it runs on a jailbroken device, meaning that we 
missed some checks in our initial assessment. This means that we need a different approach, 
so we will modify our Frida script to list all the files whose existence the application is 
checking like demonstrated in the following figure: 
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The script's execution revealed several more files, as shown in the figure below:  

 
Our list is now updated and (hopefully) complete: 
 

● /Applications/Cydia.app 

● /Library/MobileSubstrate/MobileSubstrate.dylib 

● /bin/bash 

● /etc/apt 

● /usr/bin/ssh 

● /usr/sbin/sshd 

 
While wishing that the updated list will help us with our jailbreak detection bypass, we 
discovered that the application detects that it is running on a jailbroken device. 
We will re-examine the disassembly once more to double-check if we overlooked something 
while rushing to bypass the jailbreak detection and as it quickly turns out.  
There is an additional check for a custom URI scheme, UIApplication instance method 
canOpenURL(_:)* that what we missed (it can be seen in the second figure) as shown in this 
figure: 
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This is yet another standard jailbreak detection method when an iOS application tries to 
register a custom URI scheme, an already registered Cydia URI scheme. The presence of the 
cydia:// URI scheme indicates that the Cydia is installed and the application is running on a 
jailbroken device. A bypass for this check should be pretty straightforward as it was the case 
with a previous bypass, only this time we'll be hooking a different method, so now our final 
version of the script will look like in the figure below: 
 

 
At this point, the only thing left out is to try and execute the script, and the output follows: 
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As a result, the script was executed on the first try, and the jailbreak detection was bypassed 
successfully. 
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3. Conclusion 

 
The example of jailbreak detection bypass demonstrated in this article was a bit more 
challenging than the one in the previous article; however, it still does not represent a 
significant challenge for a seasoned penetration tester or a determined attacker. 
 
It doesn't hurt to mention it again that the approach to a jailbreak detection method must be 
considered in the context of a threat model. Thus, more sophisticated techniques must be 
employed, keeping in mind that even those can be circumvented with varying levels of 
difficulty; however, ultimately, the goal is to make determined attackers' job as difficult as 
possible. 

4. References 
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5. About Us 

With a strong focus and experience in the United States market, Binary Brotherhood Inc. is a 
United States tight-knit, client-focused, IT security consultancy company, with only one scope 
to provide a unique alternative to the traditional penetration testing approach, Security Skills 
as a Service - the best of worlds between the standard penetration testing, security 
consultancy, and the bug bounties programs, fuelled by the most skilled and vetted security 
professionals globally distributed. 
 

Find us in AWS Marketplace. | Check Clutch.co reviews. 
 
We are specialized in providing the following adversarial simulations services:  
 

- Penetration Testing (Web Apps, API, Infrastructure) 

- Mobile Offensive Security Testing 

- IoT / API Penetration Testing 

- Security Source Code Review 

- Thick Clients and Desktop Applications Security Review 

- Vulnerability Assessment 

- Threat Modelling 

- Cloud Red Teaming  

- Cloud Config Security Review  

- Containers Security Review 

- Cloud Architecture Security Review 

- Cloud Adoption and Migration Consultancy 
 

6. Copyright 

This White Paper contains a variety of copyright material. Some of this is the intellectual property of 
Binary Brotherhood. Some material is owned by others, which is shown through attribution and 
referencing. Some material is in the public domain. Except for material unambiguously and unarguably 
in the public domain, only material owned by the Binary Brotherhood, and so indicated, may be copied, 
provided that textual and graphical content are not altered, and the source is acknowledged. Binary 
Brotherhood reserves the right to revoke that permission at any time. Consent is not given for any 
commercial use or sale of the material. 

 

7. Disclaimer 

While Binary Brotherhood has attempted to ensure the information in this White Paper is as accurate 
as possible, it is only for personal and educational use. It is provided in good faith without any express 
or implied warranty. There is no guarantee given to the accuracy or currency of the information 
contained in this White Paper. Binary Brotherhood does not accept responsibility for any loss or 
damage occasioned by using the information contained in this White Paper. 
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