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1. Introduction 

 
1.1 Protocol history 

 

In computer networking, Server Message Block (SMB), one version of which was also 
known as Common Internet File System (CIFS), is a communication protocol for 
providing shared access to files, printers, and serial ports between nodes on a 
network. It also provides an authenticated inter-process communication mechanism. 
Most usage of SMB involves computers running Microsoft Windows, where it was 
known as “Microsoft Windows Network” before the introduction of Active Directory. 
Corresponding Windows services are LAN Manager Server for the server component 
and LAN Manager Workstation for the client component.  
 
The Microsoft SMB protocol was often used with NetBIOS over TCP/IP (NBT) over 
UDP, using port numbers 137 and 138 and TCP port numbers 137 and 139. NBT for 
NetBIOS is supported on Windows Server 2003, Windows XP, Windows 2000, 
Windows NT, and Windows Me/98/95. NetBIOS is not supported on Windows Vista, 
Windows Server 2008, and subsequent versions of Windows. SMB/NBT combination 
is generally used for backward compatibility. NetBIOS over NetBEUI protocol provides 
NetBIOS support for the NetBEUI protocol. This protocol is also called NetBIOS 
Frames (NBF). NBF is supported on Windows 2000, Windows NT, and Windows 
Me/98/95. NetBEUI is no longer supported on Windows XP and later. However, SMB 
Protocol can also be used without a separate transport protocol directly over TCP, 
port 445. NetBIOS was also supported over several legacy protocols such as 
IPX/SPX. [1] 

 

1.2 Background 

 

 

Apple macOS also supports connecting to shared computers and file servers on your 
network, including Mac and Windows computers that have file sharing turned on and 
servers that use protocols such as SMB. This means that we can share files and 
folders with Windows users using SMB, and by default, it means we can use CIFS on 
Linux to connect to the macOS shared folders. [2] 
 
This feature makes a fascinating target for fuzzing as finding an exploitable 
vulnerability would potentially lead to remote code execution. Finding vulnerabilities 
in SMB implementations is not a trivial task. Software authors/companies and many 
security researchers are looking for vulnerabilities in Web browsers, which makes 
finding vulnerabilities hard and requires a lot of research, patience, and novel 
approaches. Reverse engineering the protocol of such a complex code is quite 
complicated; therefore, an automated fuzzing process is the most used approach.  
 
There is plenty of documentation out there focusing on SMB protocol and many 
different fuzzers that can be used to fuzz SMB. In this blog post, we will concentrate 
on the Mutiny Fuzzing Framework[3] from Cisco Talos as it is easy to set up and run. 
 

https://binarybrotherhood.io/
https://en.wikipedia.org/wiki/Server_Message_Block
https://support.apple.com/guide/mac-help/share-mac-files-with-windows-users-mchlp1657/mac
https://github.com/Cisco-Talos/mutiny-fuzzer
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2. Testing Environment Setup 

 

In this blog post, we will focus on setting up a fuzzing environment on Ubuntu 20.04.1 
LTS and use macOS 10.15.7 as a target, and we will set up everything manually 
without the usage of The Decept Proxy.[5] 
 
To start, we must first enable the “File sharing” option in “System Preferences”, as 
shown in the following figures: 

 
  

https://binarybrotherhood.io/
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Next, we have to clone the Mutiny Fuzzing Framework on our fuzzing machine 
(Ubuntu 20.04.1 LTS) as shown in the following figure: 
 

 
Then, radamsa[4] has to be compiled too.  

 
  

https://binarybrotherhood.io/
https://github.com/aoh/radamsa
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` 

With the Mutiny Fuzzing Framework ready to roll, we would need python2, 

scapy, and CIFS-utils present on the system. 
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Considering everything went well until this point, we need to capture a sample of SMB 
traffic to generate. fuzzer files for use with Mutiny Fuzzing Framework. This can be 
achieved using tcpdump, as shown in the following figure: 
 

 
 

Note: To generate a sample of SMB traffic, we will connect to the shared folder on 

our macOS host using the CIFS option, as described in the following figure. 

Uppercase letters should be replaced accordingly to your network setup and login 

credentials.  
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Once we got an SMB traffic sample, we can now use mutiny_prep.py script to 

prepare a. fuzzer file for use with mutiny.py fuzzer as illustrated below.  

 

 
  

https://binarybrotherhood.io/
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For the first time using the Mutiny Fuzzing Framework, it is best to answer all the 

default options questions. Later, once you get familiar with the Mutiny Fuzzing 

Framework, you can fine-tune the options. 
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An example of a generated .fuzzer files should look something like this: 

 

 
 

At this point, having an example fuzzer file, we are now ready to start fuzzing. 
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Note: A successful fuzzing action should produce such output:  
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3. Conclusion 

 

As mentioned before, The Decept Proxy makes a good companion for Mutiny, as it 
can both generate. fuzzer files directly, particularly helpful when fuzzing TLS 
connections, and allow Mutiny to communicate with TLS hosts. It is worth checking 
out. [5] 
 
It is important to do further research on the target, protocols, and the fuzzer, as well 
as all its options and possibilities. 
 

This blog post is aimed at beginners. It does not present any novel research and only 
serves as an introduction to network fuzzing, covering only the basics and offering a 
simple case of fuzzing SMB protocol.  
 

4. References 
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5. About the Binary Brotherhood 

With a strong focus and experience in the United States market, Binary Brotherhood Inc. is 

a United States tight-knit, client-focused, IT security consultancy company, with only one 

scope to provide a unique alternative to the traditional penetration testing approach, 

Security Skills as a Service - the best of worlds between the standard penetration testing, 

security consultancy, and the bug bounties programs, fuelled by the most skilled and 

vetted security professionals globally distributed. 

 

We are specialized in providing adversarial simulations services:  

 

- Web / API Application Penetration testing 

- Infrastructure Penetration Testing 

- Mobile Security Testing 

- Fat Client | Desktop Application Security Testing 

- IOT / API Penetration Testing 

- Security Source Code Review 

- Vulnerability Assessment 

- Threat Modelling 

- Cloud Red Teaming  

- Cloud Config Security Review  

- Containers Security Review 

- Cloud Architecture Security Review 

- Cloud Adoption and Migration Consultancy 

 

6. Copyright 

This White Paper contains a variety of copyright material. Some of this is the intellectual 

property of Binary Brotherhood. Some material is owned by others, which is shown 

through attribution and referencing. Some material is in the public domain. Except for 

material unambiguously and unarguably in the public domain, only material owned by 

the Binary Brotherhood, and so indicated, may be copied, provided that textual and 

graphical content are not altered, and the source is acknowledged. Binary Brotherhood 

reserves the right to revoke that permission at any time. Consent is not given for any 

commercial use or sale of the material. 

7. Disclaimer 

While Binary Brotherhood has attempted to ensure the information in this White Paper is 

as accurate as possible, the information is for personal and educational use only. It is 

provided in good faith without any express or implied warranty. There is no guarantee 

given to the accuracy or currency of the information contained in this White Paper. Binary 

Brotherhood does not accept responsibility for any loss or damage occasioned by using 

the information contained in this White Paper. 
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